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Context
Spatial data’s needs hierarchy (adapted from Masiow's pyrami

1y

ql"‘l

N

Nirvana

personahzed self- adjusted :

ESTEEM NEEDS
certification, qualification,

recognition by users ...

end of SOCIAL NEEDS
1990°s ... data integration. interoperability, standard.
data infrastructure, data warehouse, data mashup. ...

beginning of SAFETY
1990°s ... metadata, integrity constraint, data security and privacy, ...

PHYSIOLOGICAL NEEDS

raw data, database, spreadsheet, report. paper map, digital map. ...

- 6,’( -




Global Accreditation Snapshot

ILAC - IAF

APLAC-PAC

SADCA
EA European Cooperation for Accreditation
APLAC Asia Pacific Laboratory Accreditation Cooperation
PAC Asia Pacific Accreditation Cooperation
IAF International Accreditation Forum
ILAC International Laboratory Accreditation Cooperation

SADCA Southern African Accreditation Cooperation



Standardization Bodies

= www.bsi-global.com (British Standards Institute)

= www.cenorm.be/isss (CEM Information Society Standardisation System)
" http://cerc.nist.gov (MNational Institute of Standards and Technology)

= www.etsi.org (European Telecommunications Standards Institute)

= http://standards.ieee.org (I[EEE Standards Association)

= www.ietf.org (Internet Engineering Task Force)

" www.iso.org (International Standards Organisation)

B owwwLitulint/ITU-T (Telecommunications Standardisation Sector of the ITU)
B www.standards.com.au (Standards Australia)

= wwwitilorg (ITIL)



Defining Security Standards —
Many Players exist

| hsh ol

International standards bodies (e.g., ISO, ITU-T, E

TSI) have T
formal processes -

1 Procedures and processes take time

] Progress in streamlining the time for standards approvals .
'] IETF processes are less formal Yo

7 Number of participants, transparency of the processes I D T B

have sometimes slowed down the work —

. - : [ § =]
1 Industry groups and consortia focus on specific technologies B S—
and applications o
1 Focus has allowed work products to be produced rapidly, q
although limited in scope G onss

7 Maintenance?
1 Experience has shown there is a role for each organization
to play in continued security standards development ecma



Major Players —

Cryptographic Mechanisms

ISO/IEC JTC 1/SC 27: Information technology -

Security techniques

— [J standardization of generic IT security services and techniques
ETSI SAGE: Security Experts Group

1 creates reports (which may contain confidential
specifications) in the

— area of cryptographic algorithms and protocols specific to

public/private

— telecommunications networks

— |EEE P1363: Standard Specifications for Public-Key Cryptography
NIST: National Institute of Standards and Technology

1 issues standards and guidelines as Federal Information
Processing Standards (FIPS) for use by the US government
ANSI : Data & Information Security

1 standards for the financial services industry

L2ITCIE

=

NIST

Mutbaonl walitvre of
Srangards and Technalegy

IINSI

x.




Major Players —
Security Protocols & Services

IETF: Internet Engineering Task Force

|t -
1 IP Security Protocol, Transport Layer Security, Public- ; g 'y =
Key

Infrastructure (X.509), SIMIME Mail Security,...
ITU-T: International Telecommunication Union

1 X.509 (Public-key certificates), H.235 (Security and
encryption for

H-Series multimedia terminals), X.841, X.842, X.843, ...
ETSI

1 GSM, 3GPP, TETRA, TIPHON, SPAN, TISPAN, ...
IEEE 802.11: (Wireless) LANs

1 802.11i, 802.1X, ...




Information Security Management
Systems

ISO/IEC JTC 1 SC27/ WG 1 covers the development of Information
Security Management System (ISMS) standards and guidelines.
Development and maintenance of the ISO/IEC 27000 ISMS standards
family

1 ldentification of requirements for future ISMS standards and
guidelines

1 Liaison and collaboration with those organizations and committees
dealing with specific requirements and guidelines for ISMS, e.g.:

1 ITU-T (Telecoms)

TC 215 (Healthcare)

TC 68 (Financial Services)

TC 204 (Transportation) /in process/

World Lottery Association (Gambling) /in process/

I I O I B



A Standard
IS a Standard I1s a Standard ...

Membership Voting Publications
SO : : one vote per in general not
www_iso.ch National Bodies participating NB available for free
IETF individuals “rough consensus .
. i : . || available for free
www.ietf.org (anyone can join) || and running code
=l organizations weighted votin B
www_etsi.org g g g (since 1999)
ANSI . one vote per In general not
. organizations _
WWW . ansi.org member available for free
NIST Government agency, _
not a membership available for free

www nist.qov organization



ISO/IEC JTC 1 “Information Technology” —
Security Related Sub-committees

1 SC 6 Telecommunications and information exchange between
systems

SC 7 Software and system engineering

SC 17 Cards and personal identification

SC 25 Interconnection of information technology equipment
SC 27 Information technology security techniques

SC 29 Coding of audio, picture, multimedia and hypermedia
Information

SC 31 Automatic identification and data capture techniques

SC 32 Data management and interchange

SC 36 Information technology for learning, education and training
SC 37 Biometrics

N O o N I

I I O I B



Selected Liaisons

telecoms

biometrics T

information
security
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| e—————
Information technology -- Security techniques --

Information security management systems --
Requirements




ISO/IEC 27000 — /SMS series of
Standards

ISC/IEC 27001
ISMS Requirements

ISCJ/IEC 27000

ISO/IEC 27005
ISMS Fundamentals and ISMS Risk Management
Vocabulary
ISOJ/IEC 27002 (pka 17799) ISO/IEC 27004
Code of Practice Information Security
Management Measurements

ISCJ/IEC 27006

Accreditation Requirements ISO/IEC 27003
ISMS Implementation Guidance
ISC/IEC 27007

BRIy = uKdance supports, adds value, contributes and gives advice on

ISO/TEC 27001 requirements and their implementation :



o
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Published standard

Qi () gis ali
- Y| Kh{acowy
Information technology -- Security techniques -- Information security ISO/IEC
management systems -- Overview and vocabulary 27000:2009
Information technology -- Security techniques -- Information security management ISO/IEC
systems -- Requirements 27001:2005
Information technology -- Security techniques -- Code of practice for information ISO/IEC
security management 27002:2005
Information technology -- Security techniques -- Information security management ISO/IEC
system implementation guidance 27003:2010
Information technology -- Security techniques -- Information security management - ISO/IEC
- Measurement 27004:2009
Information technology -- Security techniques -- Information security risk ISO/IEC
management 27005:2011
Information technology -- Security techniques -- Requirements for bodies providing ISO/IEC
audit and certification of information security management systems 27006:2011
Information technology -- Security techniques -- Guidelines for information security ISO/IEC

management systems auditing

27007:2011



http://www.iso.org/iso/iso_catalogue/catalogue_ics/catalogue_detail_ics.htm?ics1=35&ics2=40&ics3=&csnumber=42103
http://www.iso.org/iso/iso_catalogue/catalogue_ics/catalogue_detail_ics.htm?ics1=35&ics2=40&ics3=&csnumber=42103
http://www.iso.org/iso/iso_catalogue/catalogue_ics/catalogue_detail_ics.htm?ics1=35&ics2=40&ics3=&csnumber=42103
http://www.iso.org/iso/iso_catalogue/catalogue_ics/catalogue_detail_ics.htm?ics1=35&ics2=40&ics3=&csnumber=42103
http://www.iso.org/iso/iso_catalogue/catalogue_ics/catalogue_detail_ics.htm?ics1=35&ics2=40&ics3=&csnumber=50297
http://www.iso.org/iso/iso_catalogue/catalogue_ics/catalogue_detail_ics.htm?ics1=35&ics2=40&ics3=&csnumber=50297
http://www.iso.org/iso/iso_catalogue/catalogue_ics/catalogue_detail_ics.htm?ics1=35&ics2=40&ics3=&csnumber=50297
http://www.iso.org/iso/iso_catalogue/catalogue_ics/catalogue_detail_ics.htm?ics1=35&ics2=40&ics3=&csnumber=50297
http://www.iso.org/iso/iso_catalogue/catalogue_ics/catalogue_detail_ics.htm?ics1=35&ics2=40&ics3=&csnumber=42105
http://www.iso.org/iso/iso_catalogue/catalogue_ics/catalogue_detail_ics.htm?ics1=35&ics2=40&ics3=&csnumber=42105
http://www.iso.org/iso/iso_catalogue/catalogue_ics/catalogue_detail_ics.htm?ics1=35&ics2=40&ics3=&csnumber=42105
http://www.iso.org/iso/iso_catalogue/catalogue_ics/catalogue_detail_ics.htm?ics1=35&ics2=40&ics3=&csnumber=42105
http://www.iso.org/iso/iso_catalogue/catalogue_ics/catalogue_detail_ics.htm?ics1=35&ics2=40&ics3=&csnumber=42106
http://www.iso.org/iso/iso_catalogue/catalogue_ics/catalogue_detail_ics.htm?ics1=35&ics2=40&ics3=&csnumber=42106
http://www.iso.org/iso/iso_catalogue/catalogue_ics/catalogue_detail_ics.htm?ics1=35&ics2=40&ics3=&csnumber=42106
http://www.iso.org/iso/iso_catalogue/catalogue_ics/catalogue_detail_ics.htm?ics1=35&ics2=40&ics3=&csnumber=42106
http://www.iso.org/iso/iso_catalogue/catalogue_ics/iso_catalogue/catalogue_ics/catalogue_detail_ics.htm?ics1=35&ics2=40&ics3=&csnumber=59144
http://www.iso.org/iso/iso_catalogue/catalogue_ics/iso_catalogue/catalogue_ics/catalogue_detail_ics.htm?ics1=35&ics2=40&ics3=&csnumber=59144
http://www.iso.org/iso/iso_catalogue/catalogue_ics/iso_catalogue/catalogue_ics/catalogue_detail_ics.htm?ics1=35&ics2=40&ics3=&csnumber=59144
http://www.iso.org/iso/iso_catalogue/catalogue_ics/iso_catalogue/catalogue_ics/catalogue_detail_ics.htm?ics1=35&ics2=40&ics3=&csnumber=59144
http://www.iso.org/iso/iso_catalogue/catalogue_ics/catalogue_detail_ics.htm?ics1=35&ics2=40&ics3=&csnumber=42506
http://www.iso.org/iso/iso_catalogue/catalogue_ics/catalogue_detail_ics.htm?ics1=35&ics2=40&ics3=&csnumber=42506
http://www.iso.org/iso/iso_catalogue/catalogue_ics/catalogue_detail_ics.htm?ics1=35&ics2=40&ics3=&csnumber=42506
http://www.iso.org/iso/iso_catalogue/catalogue_ics/catalogue_detail_ics.htm?ics1=35&ics2=40&ics3=&csnumber=42506

Published standard

AJ\JJU\M‘ C)Uﬁﬁ

ali
\A{)\.ﬁﬁu\

Information technology -- Security techniques -- Guidelines for auditors on
information security controls

Information technology -- Security techniques -- Information security management for
inter-sector and inter-organizational communications

Information technology -- Security techniques -- Information security management
guidelines for telecommunications organizations based on ISO/IEC 27002

Information technology -- Security techniques -- Guidelines for information
and communication technology readiness for business continuity
Information technology -- Security techniques -- Network security -- Part 1:
Overview and concepts
Information technology -- Security techniques -- Network security -- Part 3:
Reference networking scenarios -- Threats, design techniques and control
issues
Information technology -- Security techniques -- Application security -- Part
1: Overview and concepts
Information technology -- Security techniques -- Information security

ISO/IEC-TR
27008:2011
ISO/IEC
27010:2012
ISO/IEC
27011:2008
ISO/IEC
27031:2011
ISO/IEC
27033-1:2009
ISO/IEC
27033-3:2010

ISO/IEC
27034-1:2011
ISO/IEC


http://www.iso.org/iso/iso_catalogue/catalogue_ics/iso_catalogue/catalogue_ics/catalogue_detail_ics.htm?ics1=35&ics2=40&ics3=&csnumber=42509
http://www.iso.org/iso/iso_catalogue/catalogue_ics/iso_catalogue/catalogue_ics/catalogue_detail_ics.htm?ics1=35&ics2=40&ics3=&csnumber=42509
http://www.iso.org/iso/iso_catalogue/catalogue_ics/iso_catalogue/catalogue_ics/catalogue_detail_ics.htm?ics1=35&ics2=40&ics3=&csnumber=42509
http://www.iso.org/iso/iso_catalogue/catalogue_ics/iso_catalogue/catalogue_ics/catalogue_detail_ics.htm?ics1=35&ics2=40&ics3=&csnumber=42509
http://www.iso.org/iso/iso_catalogue/catalogue_ics/catalogue_detail_ics.htm?ics1=35&ics2=40&ics3=&csnumber=43751
http://www.iso.org/iso/iso_catalogue/catalogue_ics/catalogue_detail_ics.htm?ics1=35&ics2=40&ics3=&csnumber=43751
http://www.iso.org/iso/iso_catalogue/catalogue_ics/catalogue_detail_ics.htm?ics1=35&ics2=40&ics3=&csnumber=43751
http://www.iso.org/iso/iso_catalogue/catalogue_ics/catalogue_detail_ics.htm?ics1=35&ics2=40&ics3=&csnumber=43751
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Sector specific:

ISO 27011 Telecoms ISMS Requirements

Other developments being progressed:
SMS for e-government

SMS for critical infrastructure

SMS for small businesses

SMS for the automotive industry




Services

ISO 27031 ICT Readiness for Business
Continuity

« |ISO 27032 Cyber Security
e |ISO 27033 IT Network Security
« |SO 27034 Applications Security

« |SO 18044 Information Security Incident
Management

* |ISO 24762 Disaster Recovery Services

Please note that bold font means already
published others still under development




IRCA’s ISMS Auditor Certification
Programme

The IRCA auditor programme is based on:

11S0 19011:2002 Gurdelines on Quality anad/or
Environmental Management Systems auditing

11S0 27001:2005 /nformation Technology - Security
Techniques - Information Security Management Systems -
Requirements

11S0O 27002:2005 /nformation Technology - Security
Technigues - Code of Practice for Information Security
Management

1 1SO 27006:2007 Guidelines for the accreditation of
bodies

operating certification/registration of Information Security
Management Systems



IRCA’s ISMS Auditor Certification
Programme

The Programme is intended for:

1 ISMS auditors, e.g. those

employed/contracted by third party
certification/registration bodies and those involved Iin
first or second party ISMS audits

Jinformation security practitioners, e.g.
iInformation security consultants, IT security

managers and IT personnel

1 employees conducting ISMS audits within their own
organization, i.e. internal ISMS audits.



IRCA’s ISMS Auditor Certification
Programme

 The ISMS Programme has six grades of

* certification:
— ISMS Provisional Internal Auditor
— ISMS Internal Auditor
— ISMS Provisional Auditor
— ISMS Auditor
— ISMS Lead Auditor
— ISMS Principal Auditor




IRCA’s ISMS Auditor Certification

Programme (Slide 1 of 2)

Auditor Education | Work experience Auditor training | Audit experience
grade
Audits Days

Provisional | Minimum 5 years or 4 years plus ISMS foundation None None
Internal secondary degree/near degree course and
auditor 1 year — information ISMS Internal

security related auditor course
Internal Minimum 5 years or 4 years plus ISMS foundation 5 15 hours
auditor secondary degree/near degree course and minimum

1 year — information ISMS Internal

tsecurity related auditor course
Provisional | Minimum 5 years or 4 years plus ISMS lead auditor MNone MNone
auditor secondary degree/near degree course

2 years — information

security related
Auditor Minimum 5 years or 4 years plus ISMS lead auditor 4 (as 20

secondary degree/near degree course trainee (10 on-site)
2 years — information auditor)
security related




IRCA’s ISMS Auditor Certification
Programme (Slide 2 of 2)

Auditor Educatio | Work experience Auditor training | Audit experience
grade n
Audits Days
Lead Minimum 5 years or 4 years plus ISMS lead auditor 4 (as 20
auditor secondary degree/near degree course trainee (10 on-site)
2 years — information auditor)
security related 15
3 (as (10 on-site)
trainee
lead
auditor)
F’rincipa|| Degree/ 6 years — information ISMS lead auditor 7 35
auditor near degree | security related course (sole/lead (20 on-site)
(consultant) audits)

Principal
auditor
(team
leader)

Minimum
secondary

5 years or 4 years plus
degree/near degree

2 years — information
security related

ISMS lead auditor
course

6 years certified to lead
auditor grade

3 sole audits using audit
management skills in
complex/demanding
situations




IRCA auditor training courses

* |ISMS foundation course
 |Internal ISMS auditor course

* |ISMS auditor conversion course
* |ISMS auditor/lead auditor course




Maintaining IRCA certification

 Renewal after 3 years

* The renewal of certification process
Involves these five requirements:
— Continuing Professional Development (CPD)
— Audit experience
— Declaration of Complaints
— Compliance with the IRCA Code of Conduct
— Payment of the Annual Fee.
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Auditing Knowledge Bank

The IRCA Knowledge Bank contains a wide range of articles. guidance
notes, case studies and nevws items that support and develop the
competence of IRCA certificated auditors.

You can navigste the Knowledge Bank using the matrix below. We

continually acd new articles to the Knowledge Bank, zo follow the link to
=== the LATEST ADDITIONS...

Auditing guidance Featured article:

* Managing audits

+* Planning audits

* Conducting audits
-

* Reporting audits
Qualityworild

* Accreditation Body audits
* Internal audit Ian Hodgkinson evaluates
* Other resources LRQA's new research into

man men m
* Research papers gt SyEhenye

Sector-related

* Quality
* General quality issues - NEW ADDITION
+ ISO 9001:2000 and associated standards
* Environment
+ Health & Safety

+ Information Security

- TT Cmwrvirm Moo mmmessmemb o NEWMI ANDITTTON
111}

Knowledge Bank sponsors:

For articles 2nd guldance notes
submitted by respected
industry professionals and
magazines, visit cur
Knowledge Bank sponsors.

150
Management
Systems

Sublished oy
the Central
Secretariat of
iSO

Qualityworld

The magazine
of the
Chartered
Quality
Institute - visit
the website for
= FREE COPY,

Emerald Group

"Quality Mansgemaent Jourmals"
- emall Emerald for a free
sample journal .

. Emerald

The Auditor

A bBimonthly nevaletter that
teache= how to conduct
effactive audits - subscribe
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I* IT Service Management and 150 20000

verything you need bo know about the new standard in IT service

management ta conduct 8 competent audit

bk Al.ldl'lll'lg an electronic-based management system
Test yaur knoavwledge and get to grips with best practice suditing in
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» |50 27001 the story so far

Crwer & year on, how popular and effective is the new information
security management system with busineszes?

* How to audit a patch process

A step-by-step guide to patching network ocperating systems, from
mplementation to auditing

General features

P Internal auditing

Business sssantial or pointless hindrance? Two experts debate the
pro= and cons

Issue 14, 2007
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to evaluated product

IT Security products

Developer / Sponsor

or special interests groups
3. CB perform the certification process (ETR, .

Evaluation Technical Report prepared by ITSEF) .
and (CR, Certification Report prepared by CB) .
4. CB issues CC Certificate to evaluated product .
5. MRA Nations recognize product certificates up to .

product certificates up to
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Welcome To ILAC

The ILAC Arrangement supports the acceptance of
accredited laboratory results

ILAC - the International Laboratory
Accreditation Cooperation - is an
international cooperation of
laboratory and inspection
accreditation bodies formed more
than 30 years ago to help remove
technical barriers to trade.

Accreditation allows people to make
an informed decision when selecting
a laboratory, as it demonstrates
competence, impartiality and
capabhility. It helps to underpin the
credibility and performance of goods
and services.

Accreditation bodies around the
waorld, which have been evaluated by
peers as competent, have signed an
arrangement that enhances the
acceptance of products and senices

across national borders. The purpose of this arrangement, the ILAC Arrangement, is
to create an international framework to support international trade through the

removal of technical barriers.
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ISO/ICASCO 1st eMewsletter

[SQ/CASCO has just published the first
edition of the ISQ/CASCO First
eMewsletter Full Story

ILAC Welcomes WQA

Water Quality Association (WQA) is
welcomed as a Stakeholder member of
ILAC. Full Story

ILAC Welcomes AIHA-LAP, LLC

AlHA Laboratory Accreditation
Programs, (AIHA-LAP), LLC is
welcomed as an Associate member of
ILAC. Full Story
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PAC Committees b objectives.
PAC Controlled Documents
PAC News » About this site
Meetings
Traini At this site you will find information about the Pacific Accreditation Cooperation (PAC), its history, objectives, o
raining programmes, membership, news, as well as links to members websites and various other regional and international
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Contact Us
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Founded in Feb 2006, the Asian Accredited Certification Body Federation, (AACBF) is a fraternity of renowned certification bodies
established and operate in the member economies of the Asia Pacific Economic Cooperation (APEC), and other interested parties, which —
dedare their common intention to take partin the AACBF, according to the rules set out in this Memorandum of Understanding (MoU).

The objectives of the AACEF are:

to promote the competency, integrity and credibility of the management system certification processes
to promote ethical business conduct of its members

to promote understanding of accreditation rules

promote acceptance of accredited certificates

to cooperate with and complement the activities of Pacific Accreditation Cooperation (PAC)

In other words, the federation strives to
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Asia Pacific Laboratory Accreditation Cooperation (APLAC) groups . N
accreditation bodies in the Asia Pacific region responsible for accrediting About APLAC
calibration, testing and inspection facilities.
APLAC's principal objectives are to foster the development of competent
laboratories and inspection bodies in member economies, to harmonize Members
accreditation practices in the region and with other regions, and to facilitate
mutual recognition of accredited test. measurement and inspection results
through the APLAC multilateral Mutual Recognition Arrangement (MRA). Committees -
This reduces the need for re-testing of products and therefore saves time and T
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APLAC has active programmes for the development of technical guidance Find ar
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itro Movie
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AC Members JASANZ

AC MLAS Dr James GALLOWWAY

AC Committees b Chief Executive Officer,

JAS-ANZ Joint Accreditation System of Australia and Mew Zealand,

AC Controlled Documents Level 1, Members Equity Building

AC News k 11 London Circuit,

. (GPO Box 170)
leetings i Canberra ACT 2601 AUSTRALIA
raining !
vent Diary - Kl F Phone: +61 2 6232 2000
coful links Fax: +61 2 6262 7980
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= 4 European
! o-operation for
Accreditation

TN Whatis EA?  The EA MLA

Publications

Signing and publication of the
Guidelines for Co-operation

April 1st 2009:

as the official European
accreditation infrastructure.

May 21 2009: the have
Events been published on the ©1 C 116.

On-line News

Communication matenals

EA is going to stand on its own two
feet as from 20100

E& is getting ready to become
independent regarding the
management of staff and
accounts. (...)

Links Mol in legal metrology
LY Mermorandum of Understanding|
designed to set up a fruitful frame
for development of cooperation
was signed with WELMEC
(Eurcpean Cooperation in Legal
Metrology) during the last EA
General Azzembly on 27-28 May
2009 in Luxembourg.

Elections have happened

At the last EA General Azzembly
held on 27-28 May 2009 in
Luxembourg, Graham Talbot
(UKAS]) and Daniel Pierre
(COFRAC) have been respectively
elected as the new EA& Chairman
and Vice-Chairman, (...)

Main results of the last EAAB
meeting - 3 April 2009

The E4AE endorzed itz revised
TOR and ROP. Both documents will
be submitted to the GA as part of
the package on revision of EA
Articles and ROP. (...)

Further step towards the unification
of Italian accoreditation

The General Assembly agrees to
the transfer of the EA membership
from SIT (INRIM) to the legal
entity named COPA. Actually SIT
becomes a technical unit of COPA,
a public consortium composed of
tarn units (.0
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Looking forward to a new
season which will shoot off
at top speed!

EA Secretariat
37 rue de Lyon,
75012 Paris - France

secretariat@european-
accreditation.org

Tel: + 33 1 44 68 87 48
Tel: + 331 44 68 11 90
Fax: + 33 1 44 68 96 06
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The accreditation association
of the Americas

The InterAmerican Accreditation
Cooperation is an association of
accreditation bodies in the Americas and
other organizations interested in
conformity assessment.
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APLAC-PAC

European Cooperation for Accreditation
Asia Pacific Laboratory Accreditation Cooperation

Asia Pacific Accreditation Cooperation
International Accreditation Forum

International Laboratory Accreditation Cooperation

Southern African Accreditation Cooperation
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